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The paper studies the influence of different facial expression CAPTCHA types to users concerning their solving
time. The experiment includes over 100 participants that use a smartphone to solve 4 different image type CAPTCHAs
with the element of various facial expressions. All four tested CAPTCHAs are freely available on the Internet link.
Furthermore, the obtained results are statistically processed. According to the analysis, the obtained results regarding
Pearson’s and Spearman’s correlation coefficients are discussed and related conclusions are drawn.
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INTRODUCTION

Completely Automated Public Turing test
to tell Computers and Humans Apart
(CAPTCHA) is a program based puzzle which
is proposed to be a test that should be
accurately solved by Internet users (humans)
and hardly solved by computer programs
commonly abbreviated as bots. Up to now,
many different CAPTCHA types have been
developed. One of them is the image-based
CAPTCHA. It consists of different image
elements integrated into a CAPTCHA [1].
Because it is based on image details, it
represents an almost impossible task to be
solved by bots [2]. As an extension to image
recognition CAPTCHA the various face
recognition CAPTCHASs have been developed
[3]-[10]. Essentially, this type of image-based
CAPTCHA is its subgroup which includes the
elements of a face detection bringing a higher
level of security.

FR-CAPTCHA is based on finding
matching pairs of human faces in an image [3].
The easiness of solving proposed CAPTCHA
confirms that humans can accurately recognize
matched faces even under severe distortion.
Essentially, each of FR-CAPTCHA images
has embedded multiple face images. The

user’s assignment is to mark the location of
two matching faces, which represents the face
images belonging to the same individual.

The face CAPTCHA, which is more
accustomed to solved by the touch screen
devices like smartphones and tablets is
proposed in [4]. This CAPTCHA contains face
and non-face images. Particularly, the user
should select the correct distorted human face
image. Distortion is included in the
CAPTCHA by: (i) erosion, (ii) increase
brightness, (iii) periodic noise, (iv) speckle
noise, (v) resolution modification, (vi) width
scaling, and (vii) height scaling. If the user
selects the non-face image, then the solving of
CAPTCHA is failed.

FaceCAPTCHA that includes the elements
of gender-indiscernible faces are proposed in
[5]. Particularly this CAPTCHA asks the users
to identify the gender of face images whose
gender is difficult to be recognized by bots.
FaceCAPTCHA incorporates gender-
indiscernible faces that are sequentially
displayed including four response buttons,
which are labeled as: (i) male, (i1) female, (iii)
not sure, and (iv) not human.

A new CAPTCHA, which also works on
the principle of facial expression detection was
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proposed in [6]. It exploits a real-time
interaction from the laptop’s front camera to
get an input image. The proposed CAPTCHA
implements three basic emotions: (i) neutral
(or normal), (ii) happy, and (iii) sad. If the
desired facial expression is matched with the
input expression of user, then the CAPCTHA
is solved.

Another face-based image CAPTCHA
called fgCAPTCHA that includes the touch-
based input methods are proposed in [7]. It is
quite clear that it prefers the solving process
by mobile devices like tablets and
smartphones, which is allowed by genetically
optimized face detection tests.

Another face recognition CAPTCHA,
which includes a pair of human face images is
proposed in [8]. In this case, the pair of images
belongs to the same subject. Typically, they
are embedded in a complex background for
better security.

A new face image-based CAPTCHA,
which is generated by a specific algorithm is
proposed in [9]. In this case, the users should
correctly identify visually-distorted human
faces without selecting any other part of the
image. The visual distortion of human faces is
achieved using the stripes, strikeout, rotation,
and blending into the background. Particularly,
these faces are embedded in a complex
background. In this way, the proposed
algorithm generates a CAPTCHA that offers
better recognition by the humans and lower
level of the machine attacks compared to
existing approaches.

A new approach to the face-based
CAPTCHA is proposed as AgeCAPTCHA
[10]. It applied a scheme to annotate images of
human faces using their age groups. The
results showed that users can quickly and
accurately solve this type of CAPTCHA.

EXPERIMENT

The CAPTCHA experiment is conducted
on 100 Internet users. The Internet users differ
by the following demographic features: (i) age,
(i1) years of Internet use, (iii) daily Internet
use, and (iv) gender. The testing process
includes the solving of four different face
expression CAPTCHA publicly available on
the site [11].

Figure 1 shows these four CAPTCHAs.

Click on the Animated Character to proceed:

(@

Click on the face of an Old Woman to proceed:

£ ﬂ E’&‘F

()

Click on the Surprised Face to proceed:
& Q
(©)

Click on the Worried Face to proceed:

o b

O
()

Fig. 1. Face expression CAPTCHAs: (a)
CAPTCHA 1 -animated character, (b) CAPTCHA
2 -face of an old woman, (c) CAPTCHA 3 -
surprised face, and (d) CAPTCHA 4 - worried face

Each of CAPTCHA includes five different
images with the different facial expressions of
people, but only one is the correct for solving
the CAPTCHA test.

Internet users have 5 times to accurately
solve the given CAPTCHA. Accordingly, it is
measured their time to accurately solve certain
CAPTCHA (in seconds). The experiment is
performed on smartphone with 5 wide screen
and Android operating system. All Internet
users are agreeing to participate in the
experiment and that obtained experimental
results can be used for the research purposes.
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HYPOTHESIS AND STATISTICAL
TESTS

In this study, we are going to give the
answers to the following hypotheses (H1 to H4):

1. Hypothesis 1 (HI): Does the age of the
participants influence the solving time
of the facial CAPTCHA?

2. Hypothesis 2 (H): Do the participant’s
years of Internet use influence the
solving time of the facial CAPTCHA?

3. Hypothesis 3  (H3): Does the
participant’s daily use of the Internet's
influence the solving time of the facial
CAPTCHA?

4. Hypothesis 4 (H4): Do the gender
influence the solving time of the facial
CAPTCHA?

To prove or disprove these hypotheses, the
analysis of the relation between specific input
and output variables is immanent. The
following relations should be researched:

HI - relation between age and CAPTCHA 1
to 4,

H2 - relation between years of Internet use
expressed in years and CAPTCHA 1 to 4,

H3 - relation between daily Internet use
expressed in hours and CAPTCHA 1 to 4,

H4 - relation between gender and
CAPTCHA 1 to 4.

The correlation between input and output
variables will be investigated using Pearson's
linear correlation coefficient. It represents a
parametric  technique for testing the
connectivity of data that can be used to
(dis)prove a null-hypothesis Hy and a research
hypothesis H;. Basically, this test is used to
compare linear connection between two
variables. The p-value is the first crucial
measure in this statistical test. Its value can be
interpreted as follows:

- p < 0.05 shows a strong evidence against
the null-hypothesis. As a consequence, the
null-hypothesis of the test Hy is disproved,
while research hypothesis H; is proved;

- p >= 0.05 shows a weak evidence against
the null-hypothesis of the test. As a
consequence, the null-hypothesis of the test Hy
is proved, while research hypothesis H; is
disproved.

The linear correlation between continuous
input and output variables is validated using
Pearson’s coefficient of correlation r:

e M

where o, is covariance, while o, and o, are
standard deviation of the x and y variables,
respectively. If there exists a correlation
between two variables x and y, then for Hj
follows » = 0, and for H; follows » # 0.

The Pearson’s correlation coefficient 7 can
have values between +1 and -1. If the value is
equal to 0, then there is no correlation between
the two variables. Table 1. shows the strength
correlation between the variables.

Table 1. Strength of connection (correlation)

Coefficient r Strength

0.70 <= |r|<=1.00 Strong connection

0.30<=|r|<0.70 Medium connection

0.00< |r|<0.30 Small connection
There is no linear connection (does not exclude
r=0 the existence of a nonlinear form of

connection)

Because the hypothesis H4 use non-
continuous, i.e. scaled variables, then the
correlation between the two variables should be
examined by non-parametric technique using
Spearman's  rank  correlation  coefficient.
Spearman's rank correlation coefficient 7y is
calculated as:

SR X @
n(n~—1)

where d; is the difference between the two
ranks of each observation, n is the number of
observations.

RESULTS AND DISCUSSION

The obtained data are subjected to the
statistical processing (Pearson the correlation
coefficient and Spearman's rank correlation
coefficient) in MATLAB R2017a.

Table 2 presents the results obtained by
statistically processing of experimental data
regarding Pearson’s correlation coefficient for
the age and corresponding CAPTCHAs 1 to 4.

Table 2. Pearson’s correlation coefficient (Age vs.
CAPTCHA solving time)

CAPTCHA 1 | CAPTCHA 2 | CAPTCHA 3 | CAPTCHA 4
Pearson’s
correlation 0.432 0.322 0.409 0.250
coefficient
Correlation medium medium medium weak
positive positive positive positive
Sig. (2-tailed) 0.000 0.001 0.000 0.010
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The first relevant measure, which should be
evaluated is Sig. (2-tailed). If it has smaller value
than 0.05, then the data samples are interpreted
as representative sample leading to statistically
significant result. It proves that there is a
correlation between the participant’s age and the
speed of correctly solving the CAPTCHA.
However, there exists a weak correlation in the
case of CAPTCHA 4, and medium correlation in
the case of CAPTCHA 1, 2, and 3. However, in
all cases there exists a positive correlation,
which means that the increase of users’ age
designates the increase in CAPTCHA solving
time.

Table 3 presents the Pearson's correlation
coefficient obtained by statistical processing
concerning years of Internet usage and
corresponding CAPTCHAs 1 to 4.

Table 3. Pearson’s correlation coefficient (Internet
use vs. CAPTCHA solving time)

CAPTCHA 1 | CAPTCHA 2 | CAPTCHA 3 | CAPTCHA 4
Pearson’s
correlation -0.221 -0.308 -0.167 -0.074
coefficient
Correlation weak medium
negative negative
Sig. (2-tailed) 0.023 0.001 0.087 0.452

The first relevant measure to be assessed is
again Sig. (2-tailed). It has value less than 0.05
for CAPTCHA 1 and 2. Hence, only the results
obtained for CAPTCHA 1 and 2 are statistically
significant. It proves that there is a correlation
between the year of use the Internet and the
solving time for the CAPTCHA 1 and 2, only.
The obtained correlation is weak for the
CAPTCHA 1, and medium for CAPTCHA 2. It
is worth noting that correlation is negative in all
cases. It can be interpreted that participants who
use the Internet longer (more years) need less
time to solve CAPTCHA 1 and 2. Because of
Sig. (2-tailed) is higher than reference value of
0.05 for CAPTCHA 3 and 4, then the analysis
for these two CAPTCHAs is not statistically
significant. Furthermore, it means that the years
of Internet use cannot be interpreted to affect the
solving time of CAPTCHA 3 and 4.

Table 4 presents the Pearson's correlation
coefficient obtained by statistical processing
linked between daily Internet usage expressed in
hours and corresponding CAPTCHAs 1 to 4.

Table 4. Pearson’s correlation coefficient (Daily
Internet use vs. CAPTCHA solving time)

CAPTCHA 1 | CAPTCHA 2 | CAPTCHA 3 | CAPTCHA 4
Pearson’s
correlation -0.260 -0.235 -0.158 -0.194
coefficient
Correlation weak weak weak
negative negative ) negative
Sig. (2-tailed) 0.007 0.015 0.106 0.046

Sig. (2-tailed) is less than 0.05 in the example
of CAPTCHA 1, 2 and 4. It proves that there is a
statistically significant correlation between the
daily Internet use and the solving time of
CAPTCHA 1, 2 and 4. Still, the correlation is
rather weak and negative in all three examples.
Hence, if the participant uses Internet more
hours per a day, then he/she will need less time
to solve CAPTCHA 1, 2, and 4. On the contrary,
CAPTCHA 3 has Sig. (2-tailed) higher than
reference value 0.05. Accordingly, its analysis is
not statistically significant leading to conclusion
that the daily use of the Internet cannot be
interpreted to affect the solving time of
CAPTCHA 3.

Table 5 shows the Spearman's rank
correlation coefficient obtained by statistical
processing of experimental data between gender
and solving time of CAPTCHAs 1 to 4.

Table 5. Spearman’s correlation coefficient
(Gender vs. CAPTCHA solving time)

CAPTCHA 1 | CAPTCHA 2 | CAPTCHA 3 | CAPTCHA 4
Spearman’s
correlation 0.114 0.009 0.035 -0.053
coefficient
Sig. (2-tailed) 0.247 0.929 0.722 0.587

Unfortunately, in all cases Sig. (2-tailed) is
higher than referent value of 0.05. Therefore,
this analysis is not statistically significant, which
leads to the conclusion that the gender cannot be
interpreted to affect the solving time of
CAPTCHAs 1 to 4.

CONCLUSION

Among four hypotheses, only the HI
hypothesis is completely proved. It shows that
there exists a correlation between the age of
Internet users and their CAPTCHA solving time.
In that sense, the younger users usually solve
facial expression CAPTCHAs more quickly than
older users. Hypothesis H2 is not proved.
Essentially, it is partially proved only for
CAPTCHA 1 and 2 in the sense that these
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CAPTCHAs can be more quickly solved by
users with more years of Internet experience.
Furthermore, the hypothesis H3 is not proved.
Basically, it is partially proved for CAPTCHA 1,
2 and 4. At the end, the hypothesis H4 is not
completely proved. It means that we have no
evidence that the gender has any impact on
facial expression CAPTCHA solving time.
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